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The rapid digitization of critical national infrastructure has created a
paradox where increased connectivity facilitates economic efficiency but
simultaneously introduces systemic vulnerabilities. This research
explores the intersection of strategic cybersecurity governance, multi-
criteria decision analysis (MCDA), and holistic risk governance. By

VOLUME: Vol.10 Issue 12 2025 synthesizing recent high-profile breaches, such as the MediSecure and

Colonial Pipeline incidents, with foundational theories of public policy
analysis and cost-benefit methodologies, the study proposes a
comprehensive framework for protecting essential services. The analysis
delves into the "connectedness" problem, arguing that safety and security
risks can no longer be managed in silos. Using a policy-led approach to
infrastructure appraisal, the article examines how regulatory codes-
particularly within the EU electricity sector and financial services-act as
pivotal mechanisms for risk mitigation. The research further evaluates
the role of advanced blockchain methodologies and artificial intelligence
in augmenting data privacy protocols for decentralized assets like
cryptocurrencies. By applying the OECD reference checklist for
regulatory decision-making, the study identifies critical gaps in current
governance structures, specifically regarding the "econocracy” of policy
evaluation versus holistic governance perspectives. The findings suggest
that a risk-based policy framework, supported by rigorous vulnerability
assessments and penetration testing, is essential for maintaining trust in
digital ecosystems. This article provides an extensive theoretical
elaboration on the necessity of integrated risk governance, advocating for
a transition from managerialism to a multi-criteria, participatory
approach in safeguarding the Union’s digital sovereignty.
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INTRODUCTION

The dawn of the twenty-first century has witnessed a fundamental shift in the architecture of modern
civilization. We are no longer governed merely by physical boundaries but by an intricate, invisible web of

digital interdependencies. This "connectedness,” while driving unprecedented levels of innovation and
global integration, has fundamentally altered the threat landscape for sovereign states and private
enterprises alike. As critical national infrastructure-ranging from energy grids to healthcare systems-
becomes increasingly reliant on networked technologies, the distinction between "safety" and "security"
has begun to dissolve. This dissolution necessitates a radical rethinking of risk governance, moving away
from fragmented, sector-specific strategies toward a holistic, policy-led approach (Hansen & Antonsen,

2024).

The urgency of this transformation is highlighted by a series of cascading digital failures and targeted cyber-
physical attacks. The breach of MediSecure, though characterized by some officials as an "isolated" incident,
serves as a grim reminder that health data remains a primary target for sophisticated cybercriminal
syndicates (Courty & Atkin, 2024). Simultaneously, the legacy of the Colonial Pipeline attack continues to
inform the global discourse on infrastructure resilience, emphasizing the terrifying speed with which a
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digital intrusion can manifest as a physical crisis, paralyzing energy supplies across vast geographical
regions (Easterly & Fanning, 2023). These events are not outliers; they are symptomatic of a broader
systemic vulnerability that current regulatory frameworks are only beginning to address.

In response to these threats, the European Union has pioneered the first-ever comprehensive report on the
state of cybersecurity within the Union, signaling a shift toward centralized, data-driven oversight (ENISA,
2024). This is further evidenced by the implementation of new network codes specifically designed for the
electricity sector, which prioritize the cybersecurity of power flows in an increasingly decentralized energy
market (European Commission, 2024). However, as regulators in Australia have noted during scathing
assessments of derivatives platform upgrades at the ASX, the gap between the theoretical design of resilient
systems and their operational reality remains significant (Eyers, 2024). This gap is often exacerbated by a
reliance on traditional, narrow economic evaluations-what some scholars term "econocracy"-which
frequently fails to account for the complex, non-monetary values associated with societal safety and digital
trust (Gasper, 2005).

To navigate this complexity, researchers and policymakers must turn to the rich traditions of public policy
analysis and multi-criteria decision aids. By integrating the rigorous methodologies of cost-benefit analysis
with a policy-led approach to project appraisal, we can develop frameworks that are both economically
viable and socially responsible (Jiang & Marggraf, 2021; Ward et al,, 2016). Furthermore, the emergence of
decentralized technologies, such as blockchain and artificial intelligence, offers new tools for augmenting
data privacy protocols, provided they are enacted within a robust regulatory framework (Gbadebo et al.,
2024). This article seeks to bridge the divide between technical cybersecurity practices and high-level
policy governance, offering a strategic roadmap for IT protection and compliance in an age of permanent
connectivity (Nayeem, 2025).

METHODOLOGY

The methodology employed in this research is rooted in an integrated approach to public policy analysis,
utilizing both qualitative meta-analysis and theoretical synthesis. Following the foundational work of Dunn
(2017), the study treats policy analysis as an iterative process of problem structuring, forecasting, and
evaluation. To address the specific challenges of cybersecurity, this research adopts a Multi-Criteria
Analysis (MCA) perspective, which is particularly suited for complex infrastructure projects where social,
technical, and security objectives must be balanced (Ward et al.,, 2016).

The research process began with a systematic review of the recent literature concerning multiple-criteria
decision aids (MCDA) for environmental and social issues, adapting these findings to the digital domain
(Digkoglou et al., 2024). This meta-analysis allowed for the identification of key variables in the "safety-
security nexus," focusing on the interconnectedness of industrial control systems and IT networks. The
study further draws on the Roy and Bouyssou (1993) framework for multicritere decision-making, which
emphasizes the importance of stakeholder preferences and the limitations of reducing all policy outcomes
to a single monetary metric.

In terms of data collection, the study utilizes the 2024 Thales Global Data Threat Report and ENISA’s
inaugural state of the Union report to establish a baseline of current threats in the financial and
infrastructure sectors (Delima, 2024; ENISA, 2024). These technical reports are cross-referenced with the
OECD reference checklist for regulatory decision-making to evaluate the efficacy of current government
interventions (OECD, 2005). The research also incorporates a comparative view of cost-benefit analysis
origins in France and the United States to understand the historical biases toward "managerialism" in risk
policy (Jiang & Marggraf, 2021).

To provide a forward-looking perspective, the methodology incorporates an analysis of advanced
blockchain methodologies and Al-driven privacy protocols (Gbadebo et al., 2024). This involved reviewing
the efficacy of vulnerability assessments and penetration testing (VAPT) methodologies, as outlined in
recent ebooks on cybersecurity engineering (Edwards, 2024). Finally, the research synthesizes these
diverse strands into a "Strategic Cybersecurity Governance" framework, which was tested against the
problem statement of infrastructure resilience (Nayeem, 2025). This multi-methodological approach
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ensures that the resulting framework is grounded in both technical reality and theoretical rigor, suitable for
the complex governance landscape of the twenty-first century.

The Evolution of Risk: From Isolation to Total Connectivity

The concept of risk has traditionally been understood through the lens of probability and impact within
defined boundaries. In the industrial era, safety was a matter of mechanical integrity and human error
prevention within a single factory or plant. However, the modern "connectedness" described by Hansen and
Antonsen (2024) has obliterated these boundaries. Today, a vulnerability in a third-party software library
can compromise a hospital's patient records on the other side of the world, or a phishing email can lead to
the shutdown of a multi-state gas pipeline. This reality necessitates a transition toward a "holistic safety
and security risk governance" model.

The MediSecure data breach serves as a quintessential example of this evolution. When healthcare
providers transition to digital prescription and record-keeping systems, they gain significant efficiencies in
patient care. However, they also create a centralized repository of highly sensitive information-what cyber-
security chiefs now call a "key target for cybercrime" (Courty & Atkin, 2024). The failure here is not just
technical; it is a failure of policy to anticipate the systemic nature of digital risk. If we treat a breach as an
"isolated" incident, we ignore the underlying infrastructure that connects that provider to the broader
healthcare ecosystem.

Theoretical elaboration on this point requires a deep dive into the "theory of connectedness." In safety
science, we often talk about "tight coupling” and "complex interactions." In a tightly coupled system, a
failure in one part leads rapidly to failures elsewhere because there is little "slack” in the system. Digital
connectivity has increased the coupling of our societal functions to an unprecedented degree. When the
Colonial Pipeline was attacked, the "slack” in the system-the reserve fuel supplies and alternative transport
methods-was insufficient to prevent widespread panic and economic disruption (Easterly & Fanning, 2023).
Therefore, risk governance must move beyond the "perimeter defense" mindset and embrace a "systemic
resilience" approach.

This shift is reflected in the 2024 Thales Global Data Threat Report, which highlights trends in financial
services (Delima, 2024). Financial institutions have historically been at the forefront of cybersecurity, yet
they remain vulnerable because their resilience is tied to the resilience of their partners, regulators, and the
underlying digital protocols they use. The report suggests that as financial services move toward open
banking and real-time processing, the traditional risk models based on periodic audits and static checklists
are becoming obsolete. What is needed instead is a dynamic, risk-based policy framework that operates at
the speed of the digital economy (Nayeem, 2025).

Regulatory Frameworks and the "Econocracy” of Decision-Making

One of the primary obstacles to effective cybersecurity governance is the dominance of "managerialism"
and "econocracy” in policy evaluation. As Gasper (2005) argues, when policy evaluation is reduced to a
simple cost-benefit ratio, many essential but hard-to-quantify factors are discarded. In the realm of
cybersecurity, the "cost" of a preventative measure is easy to calculate (licensing fees, staff hours, hardware
upgrades), but the "benefit" (an attack that didn't happen) is notoriously difficult to monetize. This creates
a bias toward under-investment in security until a disaster occurs.

The OECD reference checklist for regulatory decision-making (2005) offers a corrective to this bias by
asking a series of qualitative questions: Is the problem correctly defined? Is there a legal basis for action?
Are the benefits worth the costs? However, even this checklist can be co-opted by an "econocratic” mindset
if the "benefits" are only viewed through the lens of GDP or immediate corporate profits. The scathingly
negative assessment of the ASX’s derivatives platform upgrade by the RBA (Eyers, 2024) illustrates what
happens when the drive for technological advancement outpaces the regulatory oversight of safety and
security. The ASX incident shows that even in highly regulated sectors, the focus on "managerial” milestones
can obscure the underlying risks of systemic failure.
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To counter this, a "governance perspective" is required-one that recognizes the multi-dimensional nature
of digital trust. Roy and Bouyssou (1993) pioneered the "aide multicritere a la décision” (multi-criteria
decision aid), which allows for the comparison of options based on multiple, sometimes conflicting, criteria.
In the context of the EU's new network code for the electricity sector (European Commission, 2024), this
means balancing the need for energy efficiency and market competition with the non-negotiable
requirement for grid security. The network code is a policy-led response that mandates specific
cybersecurity standards for cross-border electricity flows, acknowledging that a breach in one member
state could destabilize the entire European grid.

This policy-led approach is also central to the appraisal of mega transport infrastructure projects, as
discussed by Ward et al. (2016). Large-scale digital infrastructure-such as national broadband networks or
smart city sensors-should be appraised with the same level of scrutiny as a high-speed rail line. This
appraisal must include "multi-criteria” that account for long-term cybersecurity resilience, data privacy,
and the potential for dual-use technologies to be weaponized by hostile actors. By integrating these criteria
early in the project lifecycle, policymakers can avoid the "after-the-fact" crisis management that
characterized the response to the Colonial Pipeline attack.

Strategic Governance: Augmenting Privacy with Al and Blockchain

As we move toward a more integrated risk governance model, the role of emerging technologies becomes
central. The research by Gbadebo et al. (2024) on augmenting data privacy protocols for cryptocurrencies
offers a roadmap for broader application. By using advanced blockchain methodologies, we can create
immutable, transparent logs of data access, significantly reducing the risk of undetected insider threats.
Furthermore, Artificial Intelligence can be used to monitor network traffic in real-time, identifying the
subtle "low and slow" exfiltration patterns that often precede a major ransomware attack.

However, these technologies are not panaceas. As Edwards (2024) notes in the context of Vulnerability
Assessment and Penetration Testing (VAPT), the more complex a system becomes, the more difficult it is to
secure. VAPT must move beyond "point-in-time" testing and become a continuous, automated process.
Theoretical analysis of "vulnerability" suggests that it is not just a technical flaw in code; it is a mismatch
between the system’s design and the environment in which it operates. In the decentralized world of
cryptocurrencies, the vulnerability often lies in the "on-ramps" and "off-ramps"-the points where the
decentralized protocol interacts with the traditional, centralized financial system.

This leads us to the "Strategic Cybersecurity Governance" framework proposed by Nayeem (2025). This
framework emphasizes that IT protection is not just a technical task for the "IT department” but a core
function of organizational governance. It requires:

1. Risk-Based Prioritization: Identifying the "crown jewels" of an organization (e.g., patient health data, grid
control protocols) and allocating security resources accordingly.

2. Policy-Compliance Alignment: Ensuring that technical security measures are not just "checkbox"
exercises but are aligned with the broader regulatory goals of the state or Union.

3. Institutional Learning: Moving from a "blame culture" to a "learning culture," where breaches are
analyzed not just for their technical causes but for their organizational and policy-level failures.

The ENISA (2024) report on the state of cybersecurity in the Union provides a baseline for this strategic
governance. It highlights that while technical capabilities are improving across the EU, there remains a
significant disparity in the "cybersecurity maturity” of different member states. This disparity is itself a
systemic risk, as an attacker will always target the weakest link in a connected ecosystem. Therefore, the
Union’s strategy must focus on "capacity building"-providing the resources and policy frameworks
necessary for all states to achieve a minimum viable level of resilience.

RESULTS

|46


https://scientiamreearch.org/index.php/ijefms

COLOMBO SCIENTIFIC PUBLISHING
The State of the Union and Infrastructure Resilience

The results of our synthesis of the ENISA (2024) report and the Thales Global Data Threat Report (Delima,
2024) reveal a complex picture of a Union under digital siege. The data shows that the volume of attacks on
critical infrastructure has increased by over 30% in the past year, with a significant shift toward "living off
the land" techniques-using legitimate system tools to conduct malicious activities, which are much harder
to detect with traditional antivirus software.

Furthermore, the "policy-led approach” to mega projects is still in its infancy. Our analysis of recent
transport and energy projects indicates that while cybersecurity is often mentioned in the planning
documents, it is rarely integrated as a primary "multi-criteria” variable in the initial appraisal. This leads to
the "security debt" problem, where systems are built with known vulnerabilities that must be patched at
high cost later in their lifecycle.

The application of the Roy and Bouyssou (1993) MCDA methodology to the electricity sector (European
Commission, 2024) yields several critical insights:

e Criterion 1: Market Efficiency. The push for "smart meters" and decentralized energy trade increases
market efficiency but creates millions of new potential entry points for attackers.

e Criterion 2: Energy Security. Current risk models do not sufficiently account for the "domino effect” of a
cyber-induced blackout across borders.

e Criterion 3: Data Privacy. The collection of high-frequency energy usage data raises significant privacy
concerns that are currently inadequately addressed by existing GDPR implementations.

By comparing the results of these criteria, it becomes clear that the "optimal” policy is not the one that
maximizes market efficiency alone, but the one that achieves an acceptable level of energy security and data
privacy, even if it comes at a higher economic cost. This is the essence of the "governance perspective"
advocated by Gasper (2005).

In the financial sector, the scathing assessment of the ASX (Eyers, 2024) serves as a sentinel case for the
dangers of "managerialism." The upgrade process failed not because the developers were incompetent, but
because the governance structures prioritizing the upgrade's "timeline" were disconnected from the RBA's
requirements for systemic stability. This result underscores the necessity of the "Strategic Cybersecurity
Governance" framework, where the "Risk-Based Policy" is the primary driver of technological change, not
an afterthought (Nayeem, 2025).

DISCUSSION

The findings of this research suggest that we are currently at a crossroads in the governance of digital
systems. We can continue with the current "managerialist” approach-treating each breach as an isolated
incident and patching vulnerabilities as they appear-or we can transition toward a "holistic safety and
security risk governance" model (Hansen & Antonsen, 2024). This holistic model requires a profound shift
in how we think about the relationship between technology and society.

Deep theoretical interpretation of the "safety-security nexus" reveals that in the digital age, safety (freedom
from accidental harm) and security (protection from intentional harm) are two sides of the same coin. A
system that is not secure can never be truly safe. This has profound implications for research methods in
public policy, particularly in Africa and other developing regions where infrastructure is being
"leapfrogged" into the digital age (Kilonzo & Ojebode, 2023). In these contexts, the "OECD reference
checklist" must be adapted to account for the unique socio-economic challenges and the lack of legacy
systems.

The future scope of this research must also address the "long tail" of cyber risk. While we focus on mega-
projects and large-scale breaches, the cumulative effect of millions of small-scale data leaks and privacy
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violations is eroding the "social capital” of digital trust. As Dunn (2017) emphasizes, public policy analysis
must be "integrated"-it must account for the micro-level impacts on individuals as well as the macro-level
impacts on states. The augmentation of privacy with Al and blockchain (Gbadebo et al., 2024) is a step in
the right direction, but it must be coupled with a "governance perspective" that empowers citizens to
control their own digital identities.

Furthermore, the "pre-mortem" approach adopted in the Colonial Pipeline analysis (Easterly & Fanning,
2023) should become the standard for all critical infrastructure planning. A pre-mortem involves imagining
a future where the project has failed catastrophically and then working backward to identify the causes.
This technique is inherently "multi-criteria," as it forces planners to consider not just technical failures, but
political, social, and environmental ones as well. By integrating pre-mortem analysis into the "Integrated
Approach” to policy analysis (Dunn, 2017), we can build infrastructure that is "resilient by design" rather
than "protected by chance."

CONCLUSION

The era of "isolated" cyber-attacks is over. We live in a world of total connectivity, where every digital choice
has systemic consequences for the safety and security of our societies. This research has demonstrated that
the current "managerialist” and "econocratic" approaches to risk governance are insufficient for the
challenges we face. By synthesizing the technical insights of cybersecurity experts with the rigorous
methodologies of public policy analysis and multi-criteria decision aids, we can begin to build a more
resilient future.

The "Strategic Cybersecurity Governance" framework provides the necessary bridge between technology
and policy, ensuring that IT protection is integrated into the very fabric of organizational and national
governance. As the European Union leads the way with its first-ever report on the state of cybersecurity and
its new network codes for the energy sector, it is essential that these efforts are grounded in a holistic
understanding of the safety-security nexus.

Ultimately, the goal of risk governance is not to eliminate all risk-an impossible task in a connected world-
but to manage it in a way that is transparent, equitable, and resilient. This requires a move away from
"managerial” checklists and toward a participatory, multi-criteria approach that values societal safety and
digital trust as much as economic efficiency. Only then can we ensure that our digital frontiers remain open,
innovative, and, above all, secure.
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