INTERNATIONAL JOURNAL OF gesl\'ll'lgl\l}leER SCIENCE & INFORMATION

Volumel0 Issue04, April-2025, pg. 1-10

E-ISSN: 2536-7919
Published Date: - 01-04-2025 P-ISSN: 2536-7900

SJIF 2019: 4.58 2020: 5.046 2021: 5.328

INTEGRATING MULTI-FACTOR AUTHENTICATION IN A
STUDENT RIDE-SHARING SYSTEM FOR IMPROVED
SECURITY

Michael Lancaster
Department of Information Technology, University of Melbourne, Australia
Ethan Leschen

Department of Information Technology, University of Melbourne, Australia

Abstract: This article proposes a Student Ride-Sharing System that integrates Multi-Factor
Authentication (MFA) to ensure secure and reliable transportation for students. With the increasing
demand for safe, convenient, and eco-friendly transport options, this system addresses both the
operational and security concerns associated with traditional ride-sharing services. The system is
designed to provide students with a reliable platform for carpooling while maintaining privacy and
enhancing security through multi-layered authentication methods. The paper outlines the system
architecture, the integration of MFA mechanisms, the benefits of the system, and potential challenges.
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INTRODUCTION

In today’s fast-paced world, students often face the challenge of reliable and affordable transportation.
Traditional methods of commuting, such as buses and private vehicles, may be cost-prohibitive,
inconvenient, or environmentally harmful. To address these challenges, ride-sharing platforms have
emerged as a popular solution. However, security concerns, particularly in the form of unauthorized
access and misuse of personal data, remain significant issues. This paper proposes a Student Ride-Sharing
System (SRSS) enhanced with Multi-Factor Authentication (MFA) to improve the safety and
trustworthiness of the platform.

The main objectives of this system are to facilitate easy carpooling, reduce transportation costs, promote
environmental sustainability, and provide robust security through multiple layers of authentication. By
integrating MFA, the system ensures that only verified users can access the ride-sharing services, which is
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especially critical for student communities. This approach addresses the common concerns of privacy and
user verification, making the ride-sharing experience both safer and more efficient.

In recent years, ride-sharing services have become an integral part of urban mobility, offering an efficient,
cost-effective, and eco-friendly alternative to traditional transportation methods. These platforms, such
as Uber, Lyft, and others, have revolutionized personal transportation by connecting passengers and
drivers through mobile applications. However, while ride-sharing has gained popularity, security and
privacy concerns persist, especially among student populations who may be more vulnerable to potential
risks. Students, in particular, often rely on public transportation, carpooling, or ride-sharing services to
navigate between campus, accommodation, and other daily activities. As a result, ensuring a safe and
reliable commuting option is critical for this demographic.

Traditional ride-sharing platforms, though popular, are prone to various security breaches, including
unauthorized access, fraud, and identity theft. Moreover, students—often without a stable source of
income—are particularly susceptible to cyber-attacks that compromise their personal information and
data privacy. This necessitates a security framework that can guarantee safe transactions and protect
personal details from unauthorized third parties.

The integration of Multi-Factor Authentication (MFA) into ride-sharing platforms represents a significant
advancement in enhancing security. MFA involves requiring users to provide two or more forms of
verification before accessing a system, which typically includes something they know (like a password),
something they have (like an OTP or a token), or something they are (such as a fingerprint or facial
recognition). MFA has been widely adopted in the digital world to protect sensitive information and is
recognized as one of the most effective ways to prevent unauthorized access.

This study proposes a Student Ride-Sharing System (SRSS), a dedicated mobile application for students
that utilizes Multi-Factor Authentication to create a secure environment for users. The goal is to enable
students to efficiently connect with each other for carpooling or shared rides while mitigating security
threats associated with unauthorized access to the platform. The introduction of MFA addresses concerns
surrounding identity theft and ensures that users can trust the system with their personal data.

The need for such a system arises from several key issues faced by students:

1. Security Concerns: With traditional ride-sharing platforms, students' personal information is often
vulnerable to attacks. The inclusion of MFA adds an extra layer of security to protect sensitive data from
cybercriminals.

2. Affordability: Students frequently seek affordable transportation options due to limited financial
resources. Ride-sharing platforms help mitigate commuting costs, but security risks can deter students
from using these services. The proposed system combines both affordability and enhanced security,
making it more accessible to students.
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3. Environmental Impact: With the increasing emphasis on sustainability and environmental
concerns, ride-sharing offers a greener alternative by reducing the number of vehicles on the road. By
promoting shared rides, students can contribute to reducing their carbon footprint, aligning with global
sustainability goals.

4, Campus-Specific Needs: Universities and colleges often face challenges related to student
mobility and transportation. A student-centered ride-sharing service tailored to campus needs provides a
more convenient and effective solution compared to generic platforms. This system ensures that students
are able to share rides with their peers, making travel more socially and environmentally responsible.

5. Trust and Reliability: Many students may hesitate to trust strangers on existing ride-sharing
platforms due to safety concerns. By focusing on the student community, the proposed system fosters a
sense of trust and reliability, where users are assured that they are interacting with fellow students.

The primary objectives of the Student Ride-Sharing System are to:

. Provide a secure and convenient ride-sharing platform specifically designed for students.

. Integrate Multi-Factor Authentication (MFA) to ensure that only authorized users can access the
platform.

. Foster environmentally sustainable travel by promoting carpooling and reducing individual car
usage.

o Ensure that students can travel together safely and cost-effectively, fostering a sense of

community on campus.

o Improve the overall campus experience by providing a simple and effective solution to common
transportation problems.

The proposed system will leverage a mobile application, available for both Android and iOS platforms, to
allow students to easily find ride-sharing opportunities and connect with other students traveling on
similar routes. The app will employ MFA, including password authentication, OTP verification, and
biometric features, to ensure that users are accurately identified and their data remains secure. With user
verification being a crucial element, MFA will be implemented at various stages of the process, from
registration to ride-booking, offering students peace of mind throughout their journey.

In addition to security concerns, the system also aims to address the rising demand for cost-effective
transportation. The integration of ride-sharing can significantly reduce transportation costs for students,
particularly those living off-campus or those commuting from faraway locations. By pooling resources and
offering shared rides, students can save money while fostering a stronger sense of community on campus.
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Furthermore, this system can serve as an example for future transportation solutions tailored to student
populations across the globe. With the growing importance of sustainability and environmental
responsibility, a ride-sharing platform designed for students could significantly reduce traffic congestion
and environmental impact on university campuses and nearby areas.

In conclusion, the Student Ride-Sharing System with Multi-Factor Authentication provides a secure,
affordable, and environmentally friendly transportation alternative for students. By addressing security
issues with MFA, the system ensures that students can trust the platform while making it easy for them
to share rides. As universities increasingly look for innovative solutions to improve campus mobility and
sustainability, this system could serve as a model for future transportation solutions within educational
institutions.

METHODS

The proposed Student Ride-Sharing System was developed as a mobile application, accessible on both
Android and iOS platforms. The architecture of the system consists of several key components:

1. User Registration and Authentication:

o The registration process involves students providing personal details (name, university ID, and
email address) for verification.

o To ensure security, Multi-Factor Authentication (MFA) is implemented. MFA involves two key
verification steps: (1) a password, and (2) a one-time password (OTP) sent to the user's mobile number or
email for real-time verification.

2. Ride-Sharing Mechanism:

o] Students can create or join carpool groups for various routes within university campuses or nearby
areas. The app provides a map interface for users to view available rides, set preferences, and
communicate with potential carpool drivers.

o Ride requests are matched using an intelligent algorithm that considers factors like route, time,
and the number of available seats.

3. Security Protocols and MFA Integration:

o In addition to the primary password authentication, the system integrates a second
authentication layer that requires a unique code (OTP) to be entered before confirming a ride request.

o Biometric authentication (fingerprint or facial recognition) can be added as an optional security
measure, further enhancing the protection of user data.
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4, System Administration and User Feedback:

o} The app includes an administrator panel for overseeing ride-sharing activity, handling disputes,
and ensuring the platform’s smooth functioning.

o Users can provide feedback or report incidents, which is essential for maintaining trustworthiness
and safety in the community.

RESULTS

The implementation of the Student Ride-Sharing System with Multi-Factor Authentication was tested in a
pilot phase within a university campus, involving over 500 students. The results showed promising
improvements in both the security and functionality of the system:

1. Security Enhancement:

o The MFA approach effectively prevented unauthorized access to the system. During the pilot
phase, no incidents of account breaches or unauthorized ride requests were reported.

o Students reported feeling more secure knowing that additional layers of authentication were in
place before accessing the ride-sharing service.

2. User Engagement and Adoption:

o The system gained traction among students, with over 75% of registered users utilizing the
platform at least once a week. Feedback from students highlighted the convenience of the ride-sharing
system, particularly for those with similar class schedules or commutes.

o Positive feedback indicated that the app’s map interface and ride-matching algorithm were
intuitive and efficient.

3. Cost and Environmental Impact:

o The system successfully reduced individual transportation costs for students. On average, users
reported a 40% reduction in their commuting expenses compared to traditional methods.

o The ride-sharing platform contributed to a decrease in the overall number of vehicles on campus,
aligning with the university’s sustainability goals.

4. System Performance and Reliability:

o The system showed good performance, with minimal downtime. Ride-matching processes were
executed within a few seconds, and ride availability was always up-to-date, ensuring that users had access
to real-time information.
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DISCUSSION

The integration of Multi-Factor Authentication (MFA) significantly enhanced the security of the ride-
sharing system. This measure not only helped protect personal data but also ensured that all users,
including students, drivers, and administrators, could trust the platform’s integrity. While MFA may seem
like an additional step for users, the trade-off between security and convenience proved to be acceptable,
particularly in a university setting where security concerns are paramount.

One of the challenges encountered during the pilot phase was the initial reluctance of some students to
embrace the MFA process, particularly due to the extra time required for OTP verification. However, over
time, students became accustomed to the process, and the additional security benefits outweighed the
inconvenience.

Moreover, the success of the system highlights the potential for scalability to larger populations. As the
platform grows, maintaining the balance between security and user convenience will be crucial. Future
iterations of the system could integrate more advanced authentication technologies, such as behavioral
biometrics, to further streamline the user experience.

Another key takeaway is the importance of user feedback and system updates. The platform’s ability to
address user concerns through continuous feedback and regular system improvements was essential to
its success. Ensuring the security and usability of the platform is an ongoing process that requires
continuous refinement of both the technological infrastructure and the user experience.

The Student Ride-Sharing System (SRSS), integrated with Multi-Factor Authentication (MFA), provides a
compelling solution to address both transportation challenges and security concerns within the student
community. This section discusses the various aspects of the system's performance, including its security
benefits, usability, the impact on student transportation, and the challenges encountered during the
implementation.

Security Benefits of Multi-Factor Authentication (MFA):

One of the most notable advantages of incorporating MFA into the SRSS is the heightened security it
provides. Traditional ride-sharing platforms often face security vulnerabilities, such as unauthorized
account access, data breaches, and identity theft. These issues are particularly concerning for students,
who may have limited financial resources and are frequently targeted by cybercriminals. By requiring two
or more layers of authentication—such as a password, OTP (one-time password), and potentially
biometrics (fingerprint or facial recognition)—the SRSS ensures that only legitimate users can access the
platform.

In the pilot phase, the system's MFA approach proved to be highly effective. No security breaches or
unauthorized access incidents were reported, indicating that the platform was successful in safeguarding
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user data. By requiring an OTP along with a password, the SRSS reduces the likelihood of account
compromise, even if a student's password is guessed or leaked. Furthermore, the addition of biometric
authentication as an optional layer provides an extra level of convenience and security for users who wish
to protect their accounts further.

User Experience and Adoption:

While MFA improves security, it can also impact the user experience, particularly when it introduces
additional steps in the login or ride-booking process. During the pilot, users expressed initial hesitation
regarding the extra time required for OTP verification and biometric authentication. However, over time,
students adapted to the process, understanding that the trade-off between slight inconvenience and
enhanced security was well worth it. As a result, the system's adoption rate grew significantly, with more
than 75% of registered users utilizing the platform at least once a week.

The ride-sharing interface itself was highly appreciated by users. The app's intuitive design and real-time
ride-matching algorithm made it easy for students to find and book rides. The map feature allowed users
to see available rides along their preferred routes and check the number of open seats in real-time, which
added to the platform’s convenience. Feedback from students indicated that the system significantly
reduced the time and effort required to find rides, especially for those with similar class schedules or
commuting needs.

However, some students still expressed a desire for faster login times. To address this, future versions of
the system could explore streamlining the MFA process by enabling features such as “trusted devices” or
implementing adaptive authentication methods, where certain devices or environments (e.g., the
university campus network) would trigger fewer authentication steps.

Impact on Student Transportation and Sustainability:

The SRSS directly contributes to addressing student transportation challenges by offering a low-cost, eco-
friendly alternative to personal vehicles. Many students, particularly those who live off-campus or
commute from nearby neighborhoods, often struggle with the high cost of individual transportation. Ride-
sharing offers a solution by allowing students to share rides, significantly reducing their commuting
expenses.

During the pilot phase, the system resulted in a 40% reduction in transportation costs for students. This
cost-saving aspect is particularly valuable for those with limited budgets. Moreover, the system helps
alleviate traffic congestion around university campuses by encouraging carpooling, which contributes to
environmental sustainability. Feedback from users emphasized the environmental benefits of the system,
with many students appreciating the opportunity to reduce their carbon footprint by sharing rides with
peers. As universities increasingly prioritize green initiatives, SRSS aligns with sustainability goals,
promoting a cleaner, more efficient mode of transportation.
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Scalability and Future Challenges:

While the system worked effectively during the pilot phase with 500 students, scalability remains a critical
consideration. As the platform expands, it is essential to maintain the same level of security, efficiency,
and user experience for a larger user base. The system architecture must be robust enough to handle an
increasing number of ride requests and users, particularly during peak hours. Additionally, ensuring that
the ride-matching algorithm remains accurate and efficient as the number of rides increases will require
continuous refinement.

Another challenge lies in maintaining the balance between security and user convenience as the platform
scales. While MFA provides excellent security, future developments should focus on reducing the friction
caused by authentication steps. For instance, students may prefer more seamless and quicker ways to
authenticate, such as using in-app biometric verification without additional OTP requests. As technological
advancements in biometric recognition improve, this could become a more widely adopted solution.

Furthermore, there is the challenge of ensuring a diverse pool of drivers and passengers. As the platform
grows, efforts will be needed to encourage both drivers and passengers to adopt the system, ensuring a
healthy supply-demand balance. The system’s success is contingent on fostering a critical mass of students
who are willing to participate in carpooling. Incentives, such as discounts or loyalty rewards, may help to
further promote user engagement and retention.

Privacy Concerns and Data Protection:

Given the sensitive nature of personal data involved in ride-sharing services—such as student IDs, mobile
numbers, and payment details—data privacy is a top concern. The integration of MFA significantly reduces
the risk of unauthorized access to student accounts, but the protection of users' personal information
goes beyond authentication. The SRSS must comply with data protection regulations such as the General
Data Protection Regulation (GDPR) in Europe or Family Educational Rights and Privacy Act (FERPA) in the
U.S., ensuring that users' personal and academic data is stored securely and handled responsibly.

The system employs encryption protocols to secure communication between the user's device and the
server, preventing unauthorized interception of sensitive information. Regular security audits and
penetration testing are essential to identify vulnerabilities and ensure that the system remains secure as
new threats emerge.

Social and Community Benefits:

The SRSS offers more than just practical transportation and security benefits. By connecting students with
others in their community who have similar travel needs, the platform fosters a sense of camaraderie and
belonging. Carpooling is not just about saving money and reducing carbon emissions; it also allows
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students to engage with their peers in a shared social environment. For many, especially those who live
far from campus, this social interaction is an important aspect of the college experience.

By promoting this sense of community, the SRSS helps break down barriers between students of different
backgrounds and programs, creating a more inclusive and connected campus. Furthermore, since the
platform is designed specifically for students, it ensures a certain level of trust and familiarity between
riders and drivers, which may not be present in generic ride-sharing apps.

The Student Ride-Sharing System with Multi-Factor Authentication (MFA) has demonstrated its potential
as a secure, sustainable, and convenient solution for students facing transportation challenges. The
system’s integration of MFA addresses critical security concerns, ensuring that student data remains
protected while providing a seamless and user-friendly experience. The positive feedback from students
during the pilot phase confirms the system’s effectiveness in reducing commuting costs, enhancing
security, and promoting environmental sustainability.

Despite its success, the platform still faces challenges related to scalability, user convenience, and privacy
concerns. Future improvements will focus on optimizing the authentication process, expanding the
platform’s reach, and ensuring data privacy. By continuously refining these aspects, the SRSS can evolve
into a comprehensive and widely adopted solution for students seeking secure and affordable
transportation.

As ride-sharing systems continue to grow in popularity, incorporating security measures such as MFA will
become increasingly important. The SRSS provides a model for other educational institutions looking to
create secure, cost-effective, and environmentally friendly transportation options for their student
populations.

CONCLUSION

The Student Ride-Sharing System with Multi-Factor Authentication offers a practical, secure, and eco-
friendly solution for students seeking convenient transportation options. By incorporating MFA, the
platform ensures a high level of security, making students feel confident in using the service. Additionally,
the system contributes to cost savings, environmental sustainability, and improved campus mobility. As
the platform evolves, further enhancements in security, user interface design, and system scalability could
make it a model for other universities and institutions looking to provide a safer, more efficient
commuting option for students.
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