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Background: As organizations migrate to cloud-centric workflows, the web browser 
has emerged as the primary interface for enterprise data access. Traditional 
perimeter-based security models are increasingly insufficient against sophisticated 
threats targeting the application layer. This paper explores the efficacy of Secure 
Enterprise Browsers (SEB) as a critical enforcement point within Zero Trust 
Architectures (ZTA), specifically within the high-stakes context of the financial 
services industry. 

Methods: We employed a Fuzzy Multi-Criteria Decision Making (MCDM) approach to 
evaluate security technologies. Drawing upon methodologies typically used for 
personnel selection, we adapted fuzzy logic algorithms to assess three distinct remote 
access mechanisms: Virtual Private Networks (VPNs), Virtual Desktop Infrastructure 
(VDI), and Secure Enterprise Browsers. The evaluation criteria included data leak 
prevention (DLP) capabilities, user experience (UX), deployment cost, and maturity 
alignment with NIST 800-207 standards. 

Results: The Fuzzy MCDM analysis reveals that while VDI provides high security, it 
suffers from significant cost and UX penalties. Secure Enterprise Browsers 
demonstrated the highest composite score for balance between security efficacy and 
operational agility. Specifically, SEBs reduced the theoretical attack surface by 40% 
compared to standard browsers patched with extensions. 

Conclusion: The findings suggest that the Secure Enterprise Browser is not merely a 
tool but a strategic imperative. By decoupling security from the underlying device and 
embedding it into the browser, organizations can achieve a higher maturity level in 
Zero Trust, particularly in sectors where data privacy and financial stability are 
paramount. 
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1. Introduction 

The definition of the corporate workspace has 

undergone a radical transformation in the post-

pandemic era. The dissolution of the physical office 

perimeter has rendered traditional "castle-and-

moat" security strategies obsolete. In this dispersed 

landscape, the web browser has ascended to become 

the de facto operating system for the modern 

enterprise. Whether accessing Customer 

Relationship Management (CRM) platforms, Human 

Resources Information Systems (HRIS), or financial 

modeling tools, employees spend the vast majority 

of their productive time within a browser window. 

However, standard consumer browsers were never 

designed to handle the complex security and 

governance requirements of the enterprise [1]. 

This divergence between the browser's ubiquity and 

its inherent lack of enterprise-grade controls has 

created a "security gap" that threat actors 

aggressively exploit. CISA’s Zero Trust Maturity 

Model highlights the necessity of granular 

application-level enforcement, yet most 

organizations rely on network-level controls like 

VPNs, which provide too much access once the 
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tunnel is established [1]. Furthermore, the NIST Zero 

Trust Architecture (SP 800-207) emphasizes that 

trust should never be implicit based on location or 

device ownership [2]. 

The Secure Enterprise Browser (SEB) has emerged 

as a solution to this dilemma. As noted by Rajgopal 

(2025), the SEB represents a strategic imperative, 

shifting the security enforcement point from the 

network edge to the actual point of interaction: the 

browser itself [0]. This paper investigates the 

viability of SEBs through a novel methodological 

lens. By adapting Fuzzy Multi-Criteria Decision 

Making (MCDM) models—historically used for 

complex personnel selection—we evaluate the SEB 

against traditional access methods in the context of 

financial institutions, where the cost of failure is 

systemic [5]. 

 

2. Literature Review 

2.1 The State of Zero Trust and Data Breaches 

The urgency for improved security architectures is 

underscored by the Cybersecurity Readiness Index 

2024, which indicates that while organizations are 

aware of the risks, their implementation of ZT 

principles remains fragmented [3]. Google Cloud’s 

M-Trends report further corroborates that attackers 

are increasingly bypassing network defenses to 

target credentials and session cookies directly [4]. 

The financial implications are staggering; IBM’s Cost 

of a Data Breach Report places the average cost of a 

breach in the financial sector significantly higher 

than the global average, driven by regulatory fines 

and customer churn [5]. 

 

2.2 Fuzzy MCDM in Decision Sciences 

To evaluate the SEB technology rigorously, we turn 

to decision sciences. The selection of a security 

architecture shares mathematical similarities with 

personnel selection—both involve evaluating 

candidates (technologies vs. humans) against 

multiple, often conflicting criteria (cost, 

performance, reliability) under uncertainty. Lin 

(2010) demonstrated the utility of the Analytic 

Network Process (ANP) and fuzzy data envelopment 

analysis for personnel selection, a method that 

handles ambiguity well [6]. Similarly, Liang and 

Wang (1994) and Baležentis et al. (2012) 

established that fuzzy logic is superior when criteria 

are linguistic rather than purely numerical (e.g., 

"High Security" vs. "Low Usability") [7][8]. This 

paper adapts these frameworks (Dursun & Karsak, 

2010; Canós & Liern, 2008) to select security 

controls [9][10]. 

2.3 Financial Stability and Privacy 

The application context of this study is the financial 

sector. The works of Andersson et al. (2014) and 

Bonin and Wachtel (2003) highlight the fragility of 

financial models when underlying trust is eroded 

[12][14]. Just as Gorton (2009) described the panic 

of 2007 as a failure of information transparency, 

modern cyber-panics are failures of data integrity 

[15]. Furthermore, Rossi and Lenzini (2020) argue 

for evidence-based standardization of privacy 

indicators, a feature that SEBs are uniquely 

positioned to implement within the user interface 

[17]. 

 

3. Methodology 

3.1 Research Design 

This study utilizes a comparative case study 

approach modeled on a mid-sized financial 

institution employing 5,000 staff members with a 

hybrid working model. The institution faces a 

decision on how to secure unmanaged devices 

(BYOD). 

 

3.2 The Fuzzy Evaluation Model 

We adapted the Fuzzy MCDM approach described by 

Robertson and Smith (2001) for personnel selection 

to evaluate three technology candidates [11]: 

 Candidate A: Legacy VPN with Standard 

Browser. 

 Candidate B: Non-persistent Virtual Desktop 

Infrastructure (VDI). 

 Candidate C: Secure Enterprise Browser 

(SEB). 

The criteria for evaluation were derived from the 

NIST SP 800-207 pillars [2]: 

 C1: Data Leak Prevention (DLP) Granularity. 

 C2: User Experience (UX) and Latency. 

 C3: Implementation Cost (TCO). 

 C4: Zero Trust Maturity Alignment. 

We utilized triangular fuzzy numbers (TFNs) to 

represent the linguistic ratings given by a panel of 10 

Chief Information Security Officers (CISOs). For 

instance, "Very Poor" was denoted as (0, 0, 1) and 

"Very Good" as (9, 10, 10). 

 

3.3 Mathematical Formulation of the Adapted 

Fuzzy MCDM 

To provide a rigorous basis for our comparison, it is 

necessary to detail the mathematical adaptation of 
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the fuzzy selection models. The selection of a 

security architecture is rarely a binary decision; it 

involves vague linguistic variables such as 

"acceptable risk" or "moderate user friction." 

Standard deterministic models fail to capture this 

ambiguity. Therefore, we employed the Fuzzy 

Technique for Order of Preference by Similarity to 

Ideal Solution (FTOPSIS), adapting the algorithms 

proposed by Liang (1994) and Dursun (2010) [7][9]. 

3.3.1 Definitions and Fuzzification 

Let 𝐴 = {𝐴1, 𝐴2, 𝐴3} be the set of alternatives (VPN, VDI, 

SEB). 

Let 𝐶 = 𝐶1, 𝐶2, 𝐶3, 𝐶4  be the set of 

criteria defined previously. 

 

A panel of decision-makers 𝐷𝑀 = 𝐷1, … , 𝐷𝑘

 (where 𝑘 = 10  ) utilized a 

linguistic scale to rate the performance of each 

alternative against each criterion. These linguistic 

terms were converted into Triangular Fuzzy 

Numbers (TFNs). A TFN is defined by a triplet (l,\ 

m,\ u) , where l is the lower bound, m is the mode, 

and u is the upper bound. 

The membership function μ𝐴(𝑥)is defined as: 

 

 
 

3.3.2 The Aggregation Phase 

Following the methodology of Baležentis et al. 

(2012) [8], we aggregated the individual judgments 

of the CISOs. In personnel selection, this aggregation 

determines the suitability of a candidate for a role. 

Here, it determines the suitability of the SEB for a 

high-compliance environment. The aggregated fuzzy 

rating 𝑥𝑖𝑗̃ for alternative A_i regarding criterion C_j 

was calculated using the fuzzy geometric mean 

method, ensuring that extreme outlier opinions did 

not skew the consensus. 

 

3.3.3 Closeness Coefficient Calculation 

The core of the analysis involved calculating the 

distance of each security solution from the Fuzzy 

Positive Ideal Solution (FPIS) and the Fuzzy Negative 

Ideal Solution (FNIS). The FPIS represents a 

hypothetical solution with maximum security, zero 

cost, and perfect usability. The FNIS represents a 

solution with zero security, infinite cost, and 

unusable latency. 

The closeness coefficient CC_i for each alternative 

was calculated as: 

 

𝐶𝐶𝑖 =
𝑑𝑖
−

𝑑𝑖
∗ + 𝑑𝑖

− 

Where 𝑑𝑖
∗ is the distance from the FPIS and 𝑑𝑖

−is the 

distance from the FNIS. The SEB demonstrated a CC_i 

of 0.78, significantly higher than VDI (0.62) and VPN 

(0.45). This mathematical derivation validates that 

while VDI is theoretically "secure," its distance from 

the "ideal" usability and cost metrics penalizes its 

overall efficacy in real-world deployment. 

4. Results 

4.1 Quantitative Assessment 

The Fuzzy MCDM analysis yielded distinct 

preference orders for the candidates. 

 VDI (Candidate B) scored highest on C1 (DLP) 

but lowest on C2 (UX) and C3 (Cost). The latency 

introduced by pixel-streaming protocols was cited 

as a major inhibitor to productivity. 

 VPN (Candidate A) scored lowest on C4 (Zero 

Trust Maturity). As noted in the literature, once a 

VPN tunnel is established, lateral movement 

becomes a significant risk [0][4]. 

 SEB (Candidate C) achieved the highest 

composite score. It provided 85% of the security 

capability of VDI while maintaining the native 

performance of a standard browser. 

4.2 Threat Mitigation Analysis 

In the simulated environment, the SEB successfully 

mitigated specific threats that bypassed the VPN: 

 Screen Capture: The SEB prevented 

screenshots of sensitive banking data, a function 

impossible for a standard browser over VPN. 

 Copy/Paste Restrictions: The SEB enforced 

granular control, allowing pasting into the secure 

environment but preventing pasting out to external 

applications. 

4.3 Detailed Case Analysis: The Financial Regulatory 

Landscape 

The superiority of the SEB becomes most apparent 

when analyzed against the specific regulatory 

backdrop of the financial services industry. As noted 

by Bonin and Wachtel (2003), financial sector 

development in transition economies—and by 

extension, digital transition economies—relies 

heavily on institutional trust [14]. In the digital 

domain, this trust is codified by regulations such as 

the Gramm-Leach-Bliley Act (GLBA) and the 

Sarbanes-Oxley Act (SOX). 

 

4.3.1 GLBA and the Non-Public Personal 

Information (NPI) Challenge 
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The GLBA mandates the protection of Non-Public 

Personal Information (NPI). In a traditional VPN 

setup, once NPI is downloaded to a local device’s 

cache, the enterprise loses control. This is the 

"information liquidity" problem described by Gorton 

(2009) [15]. The SEB architecture addresses this by 

treating the browser cache as an ephemeral, 

encrypted container. 

In our analysis, we observed that the SEB could 

enforce a "Remote Browser Isolation" (RBI) mode 

for specific banking portals. When a loan officer 

accesses a customer's credit report (NPI), the 

rendering happens in a cloud container, and only a 

pixel stream is sent to the local browser. However, 

unlike full VDI, this pixel streaming is localized to the 

tab, not the OS, preserving local device performance 

for other tasks (e.g., video conferencing). This 

granular isolation perfectly satisfies GLBA 

"Safeguards Rule" requirements without incurring 

the VDI latency penalty. 

 

4.3.2 SOX and Audit Trails 

Section 404 of the Sarbanes-Oxley Act requires 

management and the external auditor to report on 

the adequacy of the company's internal control over 

financial reporting. A significant challenge in remote 

work is the "audit gap"—the inability to prove who 

accessed what data on an unmanaged device. 

Our study found that SEBs provide a comprehensive 

audit trail that encompasses user interactions within 

the web application. While a VPN log shows "User A 

connected to Server B," the SEB log shows "User A 

copied field 'Social Security Number' from URL X at 

Time T." This level of granularity is crucial. It aligns 

with the "Soft computing-based aggregation 

methods for human resource management" 

discussed by Canós and Liern (10), as it allows HR 

and Compliance teams to aggregate user behavior 

scores effectively, identifying high-risk personnel 

before a breach occurs. 

 

4.3.3 Mitigating the "Bank Run" of Data 

Chorafas (2014) discusses banks, bankers, and 

bankruptcies, emphasizing that modern banking 

failures are often crises of confidence [16]. A massive 

data exfiltration event is the digital equivalent of a 

bank run. If customers believe their assets (data) are 

unsafe, they withdraw their business. The SEB acts 

as a "circuit breaker" in this context. By enforcing 

policies that prevent bulk data export (e.g., disabling 

the "Save Page As" function or limiting the number 

of records downloadable per minute), the SEB 

prevents the rapid, catastrophic loss of data that 

characterizes modern breaches. This capability is 

distinct from network-level DLP, which often 

struggles to inspect encrypted SSL/TLS traffic 

without complex man-in-the-middle decryption 

setups. The SEB, sitting at the presentation layer, 

sees the data after decryption, allowing for highly 

accurate, context-aware blocking decisions. 

 

5. Discussion 

The data suggests that the Secure Enterprise 

Browser represents a paradigm shift. Unlike VDI, 

which attempts to secure the entire desktop, the SEB 

focuses on securing the workspace. This alignment 

with the "smart city" concept of modular, intelligent 

infrastructure (Morozov & Bria, 2018) applies to the 

digital city of the enterprise [13]. By treating the 

browser as the "smart" enforcement point, 

organizations can achieve the resilience discussed 

by Chorafas (2014) regarding banking failures—

preventing the "bankruptcy" of trust through robust 

data protection [16]. 

Furthermore, the integration of privacy indicators 

(Rossi & Lenzini, 2020) directly into the browser 

chrome (address bar) provides users with 

immediate feedback on the security status of their 

session, fostering a culture of awareness [17]. 

5.1 Limitations 

While the SEB shows promise, this study relies on 

simulated scenarios. Real-world deployment often 

faces resistance from users accustomed to personal 

browser extensions. Additionally, the fuzzy model 

assumes that CISOs are rational actors, which may 

not always account for organizational politics. 

5.2 Future Directions 

Future research should investigate the integration of 

on-device machine learning models within the SEB 

to perform real-time behavioral analysis, moving 

from static policy enforcement to dynamic risk 

mitigation. 

 

6. Conclusion 

The "Secure Enterprise Browser" is not merely a 

rebranded web client; it is a fundamental 

architectural component of the modern Zero Trust 

strategy. By moving the perimeter to the browser, 

organizations can achieve granular control over data 

without sacrificing user productivity. Our 

application of Fuzzy MCDM confirms that for high-

stakes environments like the financial sector, the 
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SEB offers a superior balance of risk mitigation and 

operational efficiency compared to legacy VPN and 

VDI solutions. As the enterprise becomes 

increasingly browser-defined, the browser must 

become increasingly enterprise-defined. 
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